At Matlendl Online Sataty, we bediews in snpowsring porents, curers ond trusted acutts wih
Feral it reeded, This quide focuses on oné of many apps which we Selieve trusied adults eb
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Froudsters occasionally send WhatseApp
TNEeesa ing to offer prizes -
encouraging the user to click on a link to
win. Other common scama involve
warning semeone that their Whatsa,
subscription has run out (aiming to dupe
them into disclosing payment details) or
i rsanating a friend or relative g
aeking for money to be tronzferred to
help with an emergency.

DISAPPEARING MESSAGES

Users can set wnnu.ﬁp_? messages to
disappear in 24 hours, 7 days or 90 days
by delault. Photos and videos can alsa be
instructed to disappear after the
reciplent has viewed them. These files

can't be saved or forwarded — so if your
child was sent an inappropriate
message, it would be difficult to prove
any wrongdeoing. However, the receiver
can toke g screenshot and save that as
evidence.

ENABLING FAKE NEWS ﬁ

Whntaﬁrp has unfartunately bean nked
to acceleroting the spread of dongerous
rumours. Inindia in 2018, some culbraaks
of mob violence appear to hove been
sparked by false aliegations being shared
on the app. WhatsApp itself took steps to
[:mvant s usars cireulating hazardous

heories and speculation In tha early
weeks of the Covid-18 pandamic.
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Group chat and video calls A
are great for connecting with £ 4
muitiple people in Who shpf but | p@*#l |
thare Is alwidys the potantia for o B
someona’s feelings to be hurt by an
unkind comment or joke. The "onl
admins’ feature gives the uﬁmlnl.);} of o
group centrel over wheo can send
i mmuq:s. They con, for example, block
| peopletrom posting in o chat, which could
, AW makea chi el excluded and upset.
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€ CONTACT FROM STRANGERS

. To start a WhatsApp chat, you

‘g ©nly need the mobile number of
the person you want to message b

the other person aleo needs to have
the app). WhateApp can access the
oddress book on someone’s device and
nisa which of their contocts olso use

the . %o if your child has ever given

.“ their phone number te someone they don't
know, thot person could uese it to contact
them via WhatsApp.

LOCATION SHARING _

The ‘live iocatlon” feature lets users

share thelr current whersabouts,

allowing friends to see thelr movements.
_+ Whatsipp describes It s o “simpleand

secure way to let people know

are.” It iz g useful method for ugnung

person to let loved ones know they'ra safe

= but if they used It ina chat with panf:Fe

thnr don’t know, they would be exposing

t location Lo them, too.

I CREATE A SAFE PROFILE

Evan though someone would nesd o child's
i:hnne nurmber to add them as a contact,
t's alza worth altering a young person’s
proflle settings to restrict who can see thair
phote and status. Tha options are
avaryona’, ‘'my contacts” and ‘nobody’ -
choosing one of tha latter two engures that
yaur child’s profite is batter protectad.

LEAVE A GROUP

If your child is in o group chat that Is
making them feel uncomfortable, or
hae been added to a group
that th
rt of, they can use ATy
hatsApp's group settings H+ |
to leave. f someone axits a |
E:nup. the odmin can add
em boack in once; if they
leave a second time, it is
pETManent.

don't want to be th

- - live loc

Meet OQur Expert

Parwen Kaurls o sockol media expert and digital media

snd children: She hos extensive axperiance inthe
ol |5 the founder of Kids N Cllcks aweb
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THINK ABOUT LOCATION _._., DELETE ACCIDENTAL
if your child needs to use the ‘live H“T MESSAG‘ES &
location” function to show you or "

ane of their friends where

ore, advise them to

share their locotion on

10;:8 long u;;hay nee tgf.

W mAm s o range

child should menually stop sharin > |
thieir position o= goonvnn itiz no 9 ] Ed ents may have seen {ond

longer needed. a scraenshot of} ¢ message

if your child receives spam or offanzive

mesgsages, calls or files from o contact, they .

should block tham usl ‘settings’ in the chat.

Communication from :%Innr contact won't

show up on their device and stays undelivered.

Elmlnﬁ somaone does Not ramove them from
rchild's contoct list ~ so they also need to

@ daleted from the address book.
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options, and your ‘delete

before it was deleted.

regairce that helps parents and children thrive In o digital word,

i rchild ?osts amessage the
w:::q;tn delete, Whats&pp S?M rhu
= uger seven minutes toarose o
¥ message. Tap and hold on the
mesm%chnuu ‘delete’ and then
everyone.' Howaver, it's
\ impartant te remamber

Young people shouldn't angoge with any
megsage that looks suspiclous or too good Al
to ba true. When your child receives a '
maessage from an unknown numbar for the @ ;w
firgt time, they'll be given thie option to L] iy ,5"
rsglur! itas m, If the sendar clalme to be
a friend or relative, coll that person on their
usual number to varify It really s them, or if
it's someane trylng to trick your child.
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e CHECK THE FACTS

You can now fact-check

WwhatsApp rmessages that

have been forwdrded at

least five times, by

double-topping the

n_'mgl_nifyihg glass icon to the

right of the message. From “
there, your child can launch a
Google search and decide for b
themselves whether the ®
Message was true or not.

B *  Safety
* #WakeUpWednesday

@ www.nationalonlinesafety.com

,@nth!inemfety n [NationalOnlineSafety

@ @nationcaionlinesafety

Users of thie gulds do-so at their cwn discretion. Mo llabiiity & enterad into. Current as of the date of retecse; 02.03,2022




